A survey on unsupervised learning algorithms for detecting abnormal points in streaming data
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Abstract

In this work, we compared unsupervised data stream abnormal point detection methods on various datasets with emphasis on their
performance and runtime, as well as the presence of concept drift, seasonality, trend and cycle as a characteristic of the dataset.
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e To tackle abnormal point in data stream, several methods based on different
assumptions have been proposed in the literature (ILOF, DILOF, MILOF, KitNet,
HTM, IforestASD, KNNCAD, Expose, Twitter ADVec, etc.). However, there is still
a lack of experimental comparisons of those methods, which makes it difficult
to choose a specific one.

e How to choose a method depending on the context and the type of data? The
only existing benchmark compares only statistical methods and a deep learning
method on univariate data without linking the study to the data characteristics.

Datasets

Data stream can be characterized by the presence of seasonality, trends, cycles,
and conceptual drifts. We identified these 4 features on each of the datasets taken
from the SKAB [2] (multivariate) and NAB [3] (univariate) for our study.
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Details of the identified characteristics are available on [4]

Objective

To guide in the choice of a method or a type of method according to the arrival
speed of the stream and the characteristics of the stream.

Methods

Category Process and assumption
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These methods have been chosen for their efficiency reported in the state of the
art.

Experimental protocol

e Evaluation metric: a method finds an anomaly (TP) if it detects one within 1%
(of the series length) of the defined anomaly position [1].

_ 2Xxrecall xprecision - TP . o _ TP :
F'1_score = recall Fprecision yrecall = 75 precision = 75—75. Multiple

anomalies identified in close proximity to the same true anomaly are
considered a single TP.

e Best hyperparameters chosen by Bayesian optimization.

Results

The analysis was made with an emphasis on the latency time and the performance
of the methods according to the characteristics of the datasets. For more details

see [4].

On 7 datasets on which HStree got the best score, 4 of them had seasonality

Methods best Concept | Seasonali Trend Cycle Univariate Multivariate
score drift average average
score score
MILOF 1/14 0/1 0/1 / 1/1 1/1 0.33 0.22
HS-tree 7/14 5/7 4/ 5/7 2/7 0.47 0.504
iForest ASD 3/14 2/3 1/3 2/3 0/3 0.54 0.39
Online ARIMA 3/7 2/3 3/3 3/3 2/7 0.56 -
KitNet 2/7 0/2 2/2 0/2 0/2 - 0.503
Summary of observations (scores, characteristics)
Methods: MILOF HS-tree iForestASD | Online KitNet
ARIMA

Latency(ms) 22.5 222.5 27.8 11.06

Univarite

Latency(ms) 9.5 80.7 31.9 - 0.3

Multivariate

Summary of methods Latency

e Online ARIMA: good performance in the presence of seasonality and trends but
not in the presence of frequent conceptual drifts.

- best score on 42.8% of the tested datasets.
- average F1-score on datasets with frequent conceptual drifts: 11%.
- average F1-score on the other datasets: 74.6%.

e HStree and IforestASD: good overall performance for all characteristics with sta-
ble scores.

e Online gradient descent methods: Online ARIMA and KitNet

- shorter latency time.

- slow re-learning in the presence of conceptual drifts.
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